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Abstract—Groups are becoming one of the most compelling group member is reluctant to reveal his own attributes aed th
features in both online social networks and Twitter-like micro- exact matching results between two entities to the Stranger
blogging services. A stranger outside of an existing group may To make matters more challenging, each group member
have the need to find out more information about attributes of . . .
current members in the group, in order to make a decision to ”e‘?ds to g.enerate E_i s!gnature. on his matching response,
join. However, in many cases, attributes of both group members Wh|Ch contains matchlng |nf0rmat|0n betWeen the Strangdr a
and the stranger need to be kept private and should not be himself, and sends the signature and the matching response
revealed to others, as they may contain sensitive and personaltogether to the stranger, so that the stranger is convirtoed t
information. How can we find out matching information exists matching response is reliable and correct. Unfortunatiig

between the stranger and members of the group, based on their o . . .
attributes that are not to be disclosed? In this paper, we preserd to the unforgeability of signatures (only the entity with the

new group matching mechanism, by taking advantage private set Knowledge of the private key can create valid signaturés), t
intersection and ring signatures. With our scheme, a stranger is stranger is able to learn the identity of the signer on each

able to collect correct group matching information while sensitive  matching response, and reveal exact matching information
|n_f0rmat|on of the stranger and group me_rr)ber_s are not dlst_:losed. between himself and each group member.
_Flnally, we propose to use batch ve_rlflcatlon to significantly In this paper, we proposed Gmatch, a novel secure and
improve the performance of the matching process. . N - ! ; ) "
privacy-preserving group matching scheme in online social
|. INTRODUCTION networks. We utilize private set intersection [2] in Gmatsh

As online social networks and Twitter-like micro-blogginghat the stranger is able to collect matching informatiamfr
services redefine our lifestyle, groups are becoming one tbe group while both the stranger and each group member are
the most frequently used features. Groups are, in genewb)e to preserve sensitive attributes to each other. Meitgwh
formed with common attributes, such as geographic locatiowith ring signatures [3], [4], the stranger is convincedttha
and hobbies. However, the features of a group are generatiptching information from the group is correct, but he canno
described by only a few keywords or a short description, tvhidearn exact matching information between himself and each
sometimes is not enough for users to make decisions whgnoup member. In addition, we improve the efficiency of the
choosing an appropriate group for themselves. Especialfgatching process using batch verification.
when several groups have similar (or even the same) keywordd he remainder of this paper is organized as follows: In Sec-
and descriptions, it is very inconvenient for users to ckoosion Il, we introduce the system model and design objectives
the most suitable one among these groups. In order to makkn &ection Ill, we briefly describe cryptographic primits/eve
better decision when choosing a group to join, a strangdr wittilized in Gmatch. We then present the details of Gmatch in
a profile of his own attributes — who is still an outsider of th&ection 1V. Section V provides a thorough security analysis
group — needs to collect detail matching information froin ahnd Section VI evaluates the performance of Gmatch. Finally
the group members’ profiles. Such a problem is referred asvie briefly discuss related work in Section VII, and conclude
group matching this paper in Section VIII.

In most situations, attributes of users are sensitive, sisch
personal health records and religious preferences. Itpicay
for a user to store these attributes privately [1], so thdy onA- System Model
his friends or members in the same group are able to reveaDur system is a social network, which includest@ngerS
these attributes, but strangers or any third party canrashle and alld group members$, ..., P; in the groupP (as shown
these sensitive information. Unfortunately, collectingpyp in Fig. 1). The strange$, who is not a member of the grodp
matching information using these sensitive attributes mdmask attributes in his profile and thgeth attribute is denoted as
introduce a number of privacy problems. On one hand, sinag ;. The stranger’s profile is denoted ds = {as 1, ..., as,i }-
the stranger is not familiar with the group, the strangersdo&roup memberP; has m attributes and the profile of this
not want to reveal his sensitive attributes to any group neemtgroup member is denoted a4, = {a;1,...,a;m}. In our
during the matching process. On the other hand, because riiedel, we assume all group members have the same size
stranger is an outside and untrusted user to the group, eathprofile. Attributes in every user’s profile are private and

Il. PROBLEM STATEMENT



sensitive, which are stored and maintained locally by each [1l. PRELIMINARIES

user. Note that we also assume there does not exist of @ this section, we briefly introduce cryptographic primits

third party that first collects all the group members’ prafile that we implement in Gmatch.

and then simply completes group matching between itself

and the stranger. Even if there exists a group manager who Bilinear Maps

maintains basic activities of the group, such as the chaofjes | et G1, G, andGr be three multiplicative cyclic groups of

membership, it is still not able to access sensitive attebwf prime orderp, g; be a generator of/;, andg, be a generator

group members. The stranger completes group matching igfaG,. A bilinear mape is a mapG; x Go — Gp with

distributedmanner [5]. the following properties: (1)Computability : there exists an
efficient algorithm for computing map. (2) Bilinearity : for

Group P all u € Gy, v € Gy anda,b € Z,, e(u?,v*) = e(u,v)?. (3)

Non-degeneracy e(g1,92) # 1.

A ={a;q, . aim}

I
-

‘

B. Ring Signatures

Stranger S

The concept of ring signatures was first proposed by Rivest
et al. in 2001 [3]. A ring signature scheme has the property
that, a verifier is convinced that a ring signature was preduc
using one of group members’ private keys, but this verifier is
not able to determine which one.

s < »
Group matching information

As = {asJ-, ---vas.k}

C. Private Set Intersection

. — . Private set intersection [2], [6], [7] enables two parties t
Fig. 1. StrangetS wants to collect group matching information from group . . . . .
P based on his attribute sgt.. calculate the intersection of their private sets withoaiklag

any additional information. Private set intersection can b

During group matching, this strangér wishes to collect construct using additive homomorphic encryption, such as
group matching information from grou® based on his Paillier cryptosystem [8]. The additive homomorphic emery
profile. If an attribute in a group member's profile is equdion algorithm Enc(-) in [8] is able to complete following
to an attribute in the stranger’s profile, it is then referrecis Operations, without knowing the corresponding plaintexts
a matched attributeOtherwise, it is called annmatched at- « GivenEnc(m;) andEnc (ms), outputEnc (m; +ms) =
tribute. The total number of group members that has the same Enc(my) - Enc(my).
attribute with the attributes, ;, is denoted as thenatching » GivenEnc(m;) and a constant, outputEnc(c-m;) =
degreeD; of attributea, ;. The group matching information Enc(m;)©.
from the groupP is described a®(P) = {D;, ..., D;.}. Each
group memberP; is asked to provide matching information
to strangerS based on profiled;, so strangelS can calculate
group matching informatio(?) from groupP. A. Overview

In this section, we introduce Gmatch, a secure and privacy-
preserving group matching scheme. By utilizing private set

In this paper, we assume the stranger is honest-but-curioigersection, the stranger can learn the matching infdonat
It means the stranger will honestly follow the protocol tgrom the group without revealing any unmatched attributes i
collect group matching information, but may attempt to feargroup members’ profiles. With ring signatures, the stranger
more information than allowed. convinced that a matching response is correct and generated
by a group member, yet cannot distinguish this matching re-
sponse belongs to which particular group member. Explpitin

During the group matching, our scheme should be abige properties of bilinear maps, Gmatch can support batch
to provide the following desirable privacy properties. (1jerification, which is able to greatly improve the efficiency
Stranger’s Attributes Privacy: The stranger does not reveabf verification of ring signatures. In addition, with minor

any attribute in his profile to any group member. @Joup  modifications in the construction of Gmatch, we can achieve
Members’ Attributes Privacy: The stranger only obtains even higher privacy levels.

matched attributes that both in his profile and some grou

member’s profile, while the unmatched attributes in grodp- Gmatch

members’ profiles are not disclosed to the strangerEf@ct Gmatch includes four stepsSSetup, Compute, Evaluate,
Matching Information Privacy : The stranger is able to com-Match. In Setup, strangerS and each group member generate
pute group matching information, while any exact matchinpeir own public/private key pairs. IBompute, strangers first
information between himself and each group member is ngénerates a polynomial, where each attribute in his prdile i
revealed. a root of this polynomial and all the roots are in his profile.

IV. GMATCH: SECURE AND PRIVACY-PRESERVING
GROUPMATCHING

B. Privacy Threats

C. Design Objectives



Then, strangerS encrypts all the coefficients of this poly- Stranger S Group member P;

nomial by performing additive homomorphic encryption, and ® {Enc(ao), ..., Enc(ay)} @

sends all the encrypted coefficients to all the group members ‘ - ‘

In Evaluate, each group member evaluates a matching value

for each attribute in his own profile using all the encryptefig. 2. StrangerS sends all the encrypted coefficients to group menfer

coefficients, signs a matching response that contains all th

matching values generated by himself, and sends this nmgtchi ) i ] ]

response and the corresponding signature to the stramger%i;: DUe to properties of additive homomorphic encryption

Match, strangersS first checks the correctness of a matchinI%? introduced in Section I, this encrypted polynomialuel

response by verifying its signature, then computes whettg?C(F(ai ;) can be easily computed bi;’s attribute a; ;

each matching value in this matching response indicates?3d all the encrypted coefficienEnc («;), for i € [0, k], as

matched attribute. After collecting all the matching resges follows:

from all group members, the strangércalculates matching Enc(P(ai,))

degrees for all the attributes in his profile. Details of estgp

are listed as follows. .
Setup. Stranger S generates his public/private key pair = Enc(ap) x Enc(ay)* x -+ x Enc(ag)%. (2)

(pks, sks) for additive homomorphic encryption. Here, w

utilize Paillier cryptosystem [8]. The encryption algbrit is

denoted a€nc, and the corresponding decryption algorith

is denoted addec. Each group member generate his pub- w,; = Enc(r ;- Plaij)+aij)

I|c/pr|\_/ate key pair (pk;, sk;) for compugng ring S|gnatur.es._ = Enc(P(a;i;))™ x Enc(ai;), 3)

The ring signature scheme we used is BGLS [4], which is

based on bilinear maps. The total number of group membé&¥sereEnc(a; ;) can be computed using the stranger’s public

is d. The number of attributes in the stranger’s profilekis key pks and attributea; ; with Enc.

and the number of attributes in each group member’s profileThen, group membef; constructs his matching response

= Enc(ap+oa;; +---+ ozkaﬁj)

Ctter that, group membeP; generates a random numbey;,
rﬁand computes a matching valug ; of attributea; ; as:

is m. w; = (w;1,...,W;m) using all his matching values, signs
this matching response using ring signatures in Algorithm
Algorithm 1 KeyGen 2, and sendaw; = (w;1,...,w;,) and its ring signature

Given two multiplicative cyclic group§?;, G» with prime o; = (0,1, ...,0;,4) t0 strangetS (as shown in Fig. 3).
order p and their generatorg,, g respectively, group
memberP; generates his public key and private key as: Algorithm 2 Ri ngSi gn

1) Pick randomu; € Z,. Given all the group members’ public keysk,, ..., pk,) =
2) Computev; = g5* € Ga. (v1, ..., vq), @ Matching responae, and a private keyk; =
Group memberP;’s public key ispk; = v; and his private  us for somes, this group membet,
key is sk; = u. 1) Randomly chooses; € Z, and computes; = g¢7"

for all i # s andi € [1,d].

Compute. Strangers first constructs &-degree polynomial 2) Computesh = H(w) € G, and sets

P(z), whosek roots are all attributes in his profile. This h 1/us
polynomial is described as: 0s = | ——=—~ , (4)
) (I Tips vi")
P(x) = (2 —as1)(® — as2) ... (v — aex) = Y oiz’. (1) where H : {0,1}" — Z, is a full-domain hash func-
i=0 tion andvy : Go — G is a computable isomorphism.
Clearly, if an attributey; ; from group membep, is a matched 3) Outputs the ring signature = (o4, ...,04) € G¢.

attribute that equals some attribute in strangsrprofile, then
a; ; is also a root of this:-degree polynomialP(z), and we
havep(ai’j) = O A Stranger S Group member P;

After generating polynomiaP(z), strangerS encrypts all {(Wits ooy Wimn)s (Gity s i)}
the k + 1 coefficients of this polynomiaP(z) usingEnc with ‘ - ‘
his public keypk,. He then sends all thé + 1 encrypted
coef_hments{Er_w(QO), . Enc(a)} to each group member Fig. 3. Group membefP; sends matching responag and its signature;
(as illustrated in Fig. 2). to strangers.

Evaluate. Group memberP; has m attributes and eval-
uates a matching valuey; ; for each attributea; ; in his Match. Upon receiving a matching responsg and its
profile. More specifically, group membét; first computes an ring signatureo;, strangerS first verifies the correctness
encrypted polynomial valu&nc(P(a; ;)) for each attribute of this matching response according to Algorithm 3. If the




matching response passes the verification, strafigircrypts still pass verification, we can leveragmary search9] during

eachw; ; € w; with decryption algorithmDec. If the result batch verification. More specifically, when batch verifioati

of decryption matches one of his attributes, thern, is a fails, the stranger further divides the set of all the matighi

matched attribute. Otherwise, it is an unmatched attritithés responses into two halves, and rechecks each half using batc

is because verification. If one half passes, all the matching resporliises
this half are valid. Otherwise, two sub halves of this halli wi

Dec(w;;) = Dec(Bnc(m, - Plai;)+ai;)) be further rechecked until all the invalid ones are found.
= Ti,j ~P(a¢,j) +a¢,j, (5)

WhereP(ai,j) =0 andDec (wi,j) = Qj,j, if a;j € As. D. ngher PrlvaCy Levels

There are two ways to modify the construction of Gmatch,

Algorithm 3 Ri ngVerify so that it can achieve even higher privacy levels. Firstjlaim
Given all the group members’ public keysk,, ..., pk,) = © the previous work [2]_, each matching value is computed as
(v1,...,vq), @ Matching response, and its ring signature wij = ENC(7i,;P(a; ;)) instead ofw; ; = Enc (7 ; P(ai ;) +
o = (01,...,04), the stranger @i j- Then, when the dec_rypt|on resultGsit means that there

1) Computes: = H(w) € G1. is a matched _attrlbut_e in the_ group. I_—|0we\{er, _the str_anger
2) Verifies cannot determine which particular attribute in his profge i
d matched to this attribute.
e(h, g2) < H e(0i,v;). (6) Second, instead of signing the matching respangeeach
i=1 group member signs each matching valug; € w; one by

If the equation holds, then this matching response is corr@€ Using ring signatures, and sends each matching value
and signed by a group member. Otherwise, it is not. separately to the stranger. Then, the stranger believas tha
every matching value is correct and signed by a group member,

but cannot distinguish whether two different matching eslu

After decrypting all the matching values from all the 9rOUR e from the same group member. Further, the stranger cannot

memberg, strangef’ is able t(.) calculate the match ng degre?e" whether two different matched attributes are from thame
D;, for j € [1,k] and obtain group matching information

. roup member. However, to achieve this higher privacy level
D(P) = (D1,..., Dy) about this grougp. gachpgroup member has to operatering-sigr?ing (E)perat?/ons
C. Batch Verification instead of only one ring-signing operation, and the strange
also needs to verifyn x d ring signatures in total, which will
H’ncrease the computation cost of the entire scheme.

Generally, the stranger in Gmatch has to verifynatching
responses from all the group members separately, whic
introduces prohibitive huge computation cost to himseli- U
lizing properties of bilinear maps, the stranger can reduce
the cost of verification by checking the integrity of all the In this section, we show that Gmatch is able to achieve the
matching responses in laatch manner, instead of verifying privacy properties we defined in Section II.
them one by one. The details of batch verification are shownTheorem 1: Assuming that the additive homomorphic en-

V. SECURITY ANALYSIS

in Algorithm 4. cryption is semantically secure, Gmatch achiesganger’s
attributes privacy.
Algorithm 4 Bat chVerify Proof: In Gmatch, group membe; obtains k + 1

Given all the group members’ public keysks, ..., pks) = encrypted coefficients of polynomidt(z) computed by addi-
(v1,...,vq), all the d matching response@ws, ...,wy), and tive homomorphic encryption algorithienc. If the additive
their ring signatureéo 1, ...,04), wheres; = (0, 1,...,0;,4), homomorphic encryptiorEnc is semantically secure [8], it

the stranger is computational infeasible for the group member to derive
1) Computesh; = H(w;) € Gy, for all [  [1,d]. any plain_text when. given only its correqun_ding ciphertext
2) Generates, random numbet )y, ..., \g) € Zg_ and public encryption keyk,. Because Paillier cryptosys-
3) Verifies tem, which we use in Gmatch, is semantically secure. Then,
J J p givsln encrypted clz)efficientsf{Enc(ao),.b..,Enc(ak)} Iand
e 2 A public encryption keypk,, group memberP; cannot learn
6(11:[1 hi's92) = }:[16(11:[1 T Vi)- () {ap, ..., } without the stranger’s private keyk,. Further,

_ i group memberP; is not able to reconstruct the polynomial
If the equation holds, then all the matching responses &g,y and compute all thé roots of P(z). Therefore, all the
valid. Otherwise, they are not all valid. k attributes in stranger’ profile are not revealed to any group
member, stranger’s attributes privacy is achieved. ]
Note that batch verification will fail if only one invalid Theorem 2: Assuming parameter; ; for matching value
matching response exists. To further detect a small numhbey; is random Gmatch achievegroup members’ attributes
of invalid ones among all the responses, so the valid ones gaivacy.




Proof: According to Equation (5), the decryption resulbf G is 1024 bits. An encrypted coefficient und&nc is an
of matching valuew; ; can be described as follows: element ofZ,,, where|n| = 2048 bits.
o if Plais) =0 1) Efficiency of Gmatch:As we can see from Fig. 4(a),
a;j+71i; Pla;;) —{ T;’%’dom if P(a??) 20 (8) Fig. 5(a) and Fig. 6(a), the efficiency of group matching
’ J can be significantly improved by utilizing batch verificatio
Clearly, whena; ; is a matched attribute, it is a root of poly-More specifically, when the size of users’ profiles are fixed
nomial P(x), then we haveP(a; ;) = 0, and the decryption in Fig. 6(a), the rum time of Gmatch without batch verifica-
result isa; ;. Whena, ; is an unmatched attribute, #; ; is tion exponentially increases with the total number of group
a random number, we hawB(a; ;) # 0, and the decryption members, while the one with batch verification only increase
result is a random value. Therefore, what the stranger mbtalinearly with the group size.
after decryption is either an attribute in his profile or adam

value that does not disclose any unmatched attribute in an 200 m=10,d=100 Leo m=10, d=100
group member’s profile. [ s . 5 155
. . . . o 1501 : : : | o 1.50F
Theorem 3: Assuming each matching response is signed g ——— E1as)
by ring signatures, then Gmatch achievesact matching s ’ e (— ]
information privacy with probability 1 — 7, whered is the g % . 7 gL/ j
size Of the group' 0O 2‘0 4‘0 éO éo 100 1'200 2‘0 4‘0 60 80 100
Proof Due to the pI’OpertleS Of rlng SlgnatureS |n BGLS k: size of the stranger's profile k: size of the stranger's profile
[4], when verifying a matching response, the stranger is (a) Run time at stranges. (b) Run time at group membeéf;.

convinced that this matching response is signed by a group
member but cannot distinguish which particular member it F9- 4. Impact ofk on the run time, wheren = 10 andd = 100
is from. The stranger can successfully distinguish that a
matching response belongs to a particular group member with

a probability of 1/d. Since the total number of matching e <=10- =100 14— =10, 9=100

responses received by the strangerl,ighe total probability %500 %i;

that the stranger successfully discloses the exact magchin £ 700 £

information between himself and every group membet;is ‘_22007 :: o

Therefore, Gmatch can achieve exact matching informatior ©wof .~ e

prixacy Wlth p;’Oba(ljblllty_}_h_ % 2 d . th .t h Oom:sizzeoofe:gh meert?ber'sggroﬂlloo Oom:sizzeoofeggh meen(w)ber'sggrofilloo
s we analyzed in Theorem 2, during the group match-

ing, unmatched attributes in group members’ profiles are not (&) Run time at stranges. (b) Run time at group member;

disclosed to the stranger. However, by honestly following t
group matching, the stranger can still obtain more inforomat
than allowed by performing all zero polynomial attacks [1].
More specifically, the stranger sets &l+ 1 coefficients of

Fig. 5. Impact ofm on the run time, wheré = 10 andd = 100

v
o
T

k=10, m=10 k=10, m=10
i H 200 T T T T 1.25 T T T T
polynom@l P(z) as zeros. Qnder this type of gttacks, the s o [ ]
computation result ofP(a; ;) is always zero, which makes g 1s0fv—7 sah : 1 v
. = S 1.23fF
the random number; ; useless. Then, all the decryption <100 s ol
8

T
é 1.211

results of matching values are attributes from one of grouf
members’ profiles. In this case, the stranger is able to lathrn o= P I R N
the attributes in all group members’ profiles. Making matter ® g namber of groop members ® g namber of groop members
worse, because the stranger only sends the encrypted coeffi-
cients to each group member, and the encryption algorithm
is probabilistic group members cannot check whether those Fig. 6. Impact ofd on the run time, wheren = 10 andk = 10
coefficients are all zeros or not. To prevent this type ofchkda
we set one of thek + 1 coefficients asl, and is sent to  The efficiency of group matching at each group member are
group members without encryption. Similar methods can aldtustrated in Fig. 4(b), Fig. 5(b) and Fig. 6(b). The run &m
be found in [1] [10]. at each group member in Gmatch is greatly increasing with
the size of each group member’s profile, but hardly affected
by the size of the stranger’s profile or the size of the group.
We now evaluate the efficiency of Gmatch in experiments 2) Efficiency of Batch Verification with Invalid Matching
by using the PBC library. All the experiments are tested dResponsesWe now evaluate the performance of batch verifi-
a 2.26 GHz Linux system. For the ease of implementatiocation under different numbers of invalid matching respsns
we assumés; = G4. The elliptic curve we used is an MNT Clearly, the increasing number of invalid responses widliee
curve with a base field size of 159 bhits. The length of eadhe efficiency of batch verification. In this experiment, vet s
element ofG, is |p| = 160 bits, and the length of an elementthe total number of matching responses 100 and assume it

(a) Run time at stranges. (b) Run time at group membd?;.

VI. PERFORMANCE



always requires thevorst-casealgorithm to detect invalid ones E-SmallTalker, which allows users to privately match other
from all the matching responses. As shown in Fig. 7, whereople in mobile social networks using the iterative bloom
less thanl0% of all the matching responses are invalid, batcfilter (IBF) protocol.

verification is still efficient than verifying them separgte

VIIl. CONCLUSION

In this paper, we proposed Gmatch, a secure and privacy-

d=100

‘| ®&—® Gmatch [

cpeenol e—% 0 Batch |

0 L L L I I I

0 2 4 6 8 10 12
Percentage of invalid vectors

Verification time (s)

preserving group matching in social networks. With Gmatch,
R the stranger can successfully collect group matching infor
. mation while the private information of group members are
o preserved. Our experimental results show that Gmatch can
m efficiently compute correct group matching information hwit
batch verification.
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which allows a client and a server compute the set intexsecti
with their own private sets. During private matching, thierd
only obtains the set intersection while the server does matvk
any matching result. Agrawadt al. [6] introduced a private

(1]

matching scheme between two databases using commutatjge

encryptions. Hazay and Lindell [7] exploited pseudo random
functions to evaluate set intersection. In [11], Dachmate®
et al. exploited polynomial evaluations to compute the se{]
intersection between two parties, and also leveraged shani]
secret sharing and cut-and-choose protocol to improve effi-
ciency. Recent work in [12] introduced an authorized pevat g
set intersection (APSI) based on blind RSA signatures. In
APSI, each element in the client’s set must be authorized b[g]
some mutually trusted authority.

[71

B. Multi-party private matching

Kissner and Song [13] proposed a multi-party private matchﬁ3
ing scheme to compute the union, intersection and elemeng
reduction operations for multiple sets. However, this sohe
requires a group decryption among multiple entities, which?!
is impractical between the stranger and group members in
social networks. Yeet al. [14] extended previous scheme to d10]
distributed scenario with multiple servers. The datasetef [11]
original server is shared by several sub-servers uéing)-
shamir secret sharing. Therefore, anyl or fewer sub-servers
cannot discover the dataset of the original server. Semg[lz]
al. [15] improved the efficiency of private matching among
multiple parties by exploiting an extr& x N nonsingular [13]
matrix, whereN is the total number of entities. Li and Wu [10][14]
proposed a private multi-party set intersection schemedas
on the two-dimensional verifiable secret sharing scheme. [15]

C. Private matching in social networks

FindU [1] focuses on finding thikest matchediser from the
group in mobile social networks. Yaref al. [16] introduced

(16]
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