Oruta: Privacy-Preserving Public Auditing for
Shared Data in the Cloud

Boyang Wang'f, Baochun Liff and Hui Li f
 State Key Laboratory of Integrated Services Networks, aidUniversity, Xi’'an, China
T Department of Electrical and Computer Engineering, Usigrof Toronto, Toronto, Canada
Email:{bywang,bl} @eecg.toronto.edu, lihui@mail.xidian.edu.cn

Abstract—With cloud storage services, it is commonplace for on shared data may indicate that a particular user in thepgrou

data to be not only stored in the cloud, but also shared across or a special block in shared data is a more valuable target tha
multiple users. However, public auditing for such shared data others.

— while preserving identity privacy — remains to be an open .
challenge. In this paper, we propose the first privacy-preservig For example, Alice and Bob work together as a group and

mechanism that allows public auditing on shared data stored in Share a file in the cloud. The shared file is divided into a
the cloud. In particular, we exploit ring signatures to compute number of small blocks, which are independently signed by
the verification information needed to audit the integrity of ysers. Once a block in this shared file is modified by a user

shared data. With our mechanism, the identity of the signer in the aroup. this user needs to sign the new block usina her
on each block in shared data is kept private from a third party group, 9 9

auditor (TPA), who is still able to verify the integrity of shared private key. The, TPA} needs to lfnow the |de_nt_|ty of the S|gne_r
data without retrieving the entire file. Our experimental results 0N €ach block in this shared file, so that it is able to audit
demonstrate the effectiveness and efficiency of our proposedthe integrity of the whole file based on requests from Alice or
mechanism when auditing shared data. Bob.

Index Terms—Public auditing, privacy-preserving, shared
data, cloud computing o

nuiingTesk 1 [A[A[A[A]A[A[B]A]B]B] .

I. INTRODUCTION

8tl

Cloud service providers manage an enterprise-class ifras aingrasc2 [A[A]A]A|A[A]A|B|B]B] \
tructure that offers a scalable, secure and reliable emvismt ot PR
for users, at a much lower marginal cost due to the sharing auiing Tasks [A] ATA] A| B|A A A|B] B|""/
nature of resources. It is routine for users to use cloucgtor
services to share data with others in a group, as data sharing [A] a ook signed by aice ablock signed by Bob
becomes a standard feature in most cloud storage offerings,
including Dropbox and Google Docs. _

The integrity of data in cloud storage, however, is subjeﬁﬁe‘gﬁiy o
to skepticism and scrutiny, as data stored in an untrusted
cloud can easily be lost or corrupted, QUe to. hardware feslur As shown in Fig. 1, after performing several auditing tasks,
ffjm.d human errors [1]. To .protec't.the '”“?g”ty Of.CIOUd d?t ome private and sensitive information may reveal to the. TPA
it is best to perform public auditing by introducing a thir n one hand, most of the blocks in shared file are signed by
party auditor (TPA), who offers its auditing service WithA '

. L lice, which may indicate Alice is a important role in this
more powerful computation and communication ab|I|t|e91thagroup such as a group leader. On the other handgitie
regular users. ! )

. ) ) block is frequently modified by different users. It means thi
The first provable data possession (PDP) mechanism [Z]k}%ck may contain high-value data, such as a final bid in an

perform pUb,“C auditing is designed “? check th? cprrea.rmés auction, that Alice and Bob need to discuss and change it
data stored in an untrusted server, without retrieving thgres several times

data. Mpving a step _forwa_rd, Warg al. [3] (referrec_;l 08 Ag described in the above example, the identities of signers
WWRL in this paper) is designed to construct a public auditing, opareq data may indicate which user in the group or block
mechanism for cloud data, so that during public auditing, th, snareq data is a more valuable target than others. Such
content of private data belonging to a personal user is N, mation is confidential to the group and should not be

disclosed to the third party auditor. revealed to any third party. However, no existing mechanism

We believe that sharing de}ta among multiple USers IS P&E-the literature is able to perform public auditing on sldare
haps one of the most engaging features that motivates clqid. in the cloud while still preserving identity privacy.

storage. A unique problem introduced during the process of| his paper, we propose Ordita new privacy-preserving
public auditing for shared data in the cloud is how to preserv

identity privacyfrom the TPA, because the identities of signers Oruta: One Ring to Rule Them All.

Alice and Bob share a file in the cloud, and the TPA atluit
f data with existing mechanisms.



public auditing mechanism for shared data in an untrustedin this paper, we only consider how to audit the integrity of
cloud. In Oruta, we utilizeing signatureg4], [5] to construct shared data in the cloud wititatic groups It means the group
homomorphic authenticator?], [6], so that the third party is pre-defined before shared data is created in the cloud and
auditor is able to verify the integrity of shared data for ¢he membership of users in the group is not changed during
group of users without retrieving the entire data. Meangyhildata sharing. The original user is responsible for decidihg

the identity of the signer on each block in shared data is able to share her data before outsourcing data to the .cloud
kept private from the TPA. In addition, Oruta can continue tdnother interesting problem is how to audit the integrity of
support data privacy and dynamic operations on data durigigared data in the cloud witthynamic groups— a new user
public auditing. A high-level comparison between Oruta anchn be added into the group and an existing group member
existing mechanisms in the literature is shown in Table I. Tean be revoked during data sharing — while still preserving
our best knowledge, this paper represents the first attengntity privacy. We will leave this problem to our future o
towards designing an effective privacy-preserving public When a user (either the original user or a group user)
diting mechanism for shared data in the cloud. wishes to check the integrity of shared data, she first sends
an auditing request to the TPA. After receiving the auditing
request, the TPA generates an auditing message to the cloud
server, and retrieves an auditing proof of shared data from

TABLE |
COMPARISON WITHEXISTING MECHANISMS

. ~ PDP [2] | WWRL [3] | Oruta the cloud server. Then the TPA verifies the correctness of the
EU‘E’"C auditing \'(les ies zes auditing proof. Finally, the TPA sends an auditing report to
ata privacy (o] es es . .
dentity privacy No No Yos the user based on the result of the verification.

B. Threat Model

The remainder of this paper is organized as follows. In 1) Integrity Threats: Two kinds of threats related to the
Sec. Il, we present the system model and threat model. .In

. . : - integrity of shared data are possible. First, an adversaty m
Sec. lll, we briefly introduce cryptographic primitives dse y to corrupt the integrity of shared data and prevent users

in Oruta. The detailed design and security analysis of Oru:l:om using data correctly. Second, the cloud service peavid

are presented in Sec. IV and Sec. V. Sec. VI evaluates the . o
may inadvertently corrupt (or even remove) data in its gfera

performance of Oruta. Finally, we discuss related work iHue to hardware failures and human errors. Making matters
Sec. VII, and conclude this paper in Sec. VIII. . . S | 9
worse, in order to avoid jeopardizing its reputation, theud|
Il. PROBLEM STATEMENT server provider may be reluctant to inform users about such
corruption of data.
A. System Model 2) Privacy Threats:The identity of the signer on each block
As illustrated in Fig. 2, our work in this paper involves tarein shared data is private and confidential to the group. Qurin
parties: the cloud server, the third party auditor (TPA) aritie process of auditing, aemi-trustedTPA, who is only
users. There are two types of users in a group: the origireal ugesponsible for auditing the integrity of shared data, nmayd
and a number of group users. The original user and group usigeal the identity of the signer on each block in shared data
are both members of the group. Group members are allowgased on verification information. Once the TPA reveals the
to access and modify shared data created by the original uisentity of the signer on each block, it can easily distirstjui
based on access control polices. Shared data and its viéoificaa high-value target (a particular user in the group or a speci
information (i.e. signatures) are both stored in the cleerder. block in shared data).
The third party auditor is able to verify the integrity of sbd , L
data in the cloud server on behalf of group members. C. Design Objectives
To enable the TPA efficiently and securely verify shared
Third Party Auditor (TPA) data for a group of users, Oruta should be designed to achieve
following properties: (1)Public Auditing: The third party
auditor is able to verify the integrity of shared data for augr
&%‘, | L 24y, of users without retrieving the entire data. @prrectness
g{"i{ RFS The third party auditor is able to correctly detect whethere
S §®Q is any corrupted block in shared data. (B)forgeability : Only
a user in the group can generate valid verification inforomati
on shared data. (4)lentity Privacy : During auditing, the TPA
cannot distinguish the identity of the signer on each black i
shared data.
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Fig. 2. Our system model includes the cloud server, the thamtypauditor In thi$ section, we prieﬂy imrolduce cryptqgraphic pri.m
and users. and their corresponding properties that we implement int@ru



A. Bilinear Maps the combined block is correct, the verifier believes that the

Let G4, G2 andGr be three multiplicative cyclic groups of blocks in data are all correct. In this way, the verifier does
prime orderp, ¢; be a generator of';, andg, be a generator NOt need to download all the blocks to check the integrity
of G». A bilinear mape is a mape: G; x Go — G with the of data. Non-malleability indicates that an attacker canno

following properties: generate valid signatures on arbitrary blocks by combining

. Computability: there exists an efficiently computable®XSting signatures.

algorithm for computing ma. IV. HOMOMORPHICAUTHENTICABLE RING SIGNATURES
o Bilinearity: for all u € G1, v € G2 anda,b € Zp, 4 Overview

e(u®, v*) = e(u,v)?. _ . . : . .
« Non-degeneracy e(g1, g2) # 1. _ As yve mtroduceq in pre\_/lous_ sections, _We intend to utilize
ring signatures to hide the identity of the signer on eacklglo

B. Complexity Assumptions so that private and sensitive information of the group is not
Definition 1: Discrete Logarithm Problem. For a € Z,, disclosed to the TPA. However, traditional ring signatydds
giveng, h = g* € G1, outputa. [5] cannot be directly used into public auditing mechanisms

The Discrete Logarithm assumption holds Gh if no ¢- because these ring signature schemes do not support tdsckle
time algorithm has advantage at leash solving the Discrete Verification. Without blockless verification, the TPA has to
Logarithm problem inG,, which means it is computationaldownload the whole data file to verify the correctness of
infeasible to solve the Discrete Logarithm problemdin. shared data, which consumes excessive bandwidth and takes

Definition 2: Computational Co-Diffie-Hellman Prob- long verification times. Therefore, we first construct a new
lem. For a € Z,, given g2, 9% € G5 andh € G, compute homomorphic authenticable ring signature (HARS) scheme,
h* € Gi. which is extended from a classic ring signature scheme [5],

The co-CDH assumption holds i@, and G, if no t-time denoted as BGLS. The ring signatures generated by HARS is
algorithm has advantage at leastin solving the co-CDH able not only to preserve identity privacy but also to suppor
problem inG; andGs. blockless verification.

C. Ring Signatures B. Construction of HARS

The concept of ring signatures is first proposed by RivestHARS contains three algorithm#&eyGen, RingSign and
et al. [4] in 2001. With ring signatures, a verifier is convincedRingVerify . In KeyGen, each user in the group generates her
that a signature is computed using one of group membepsiblic key and private key. IIRingSign, a user in the group
private keys, but the verifier is not able to determine whicis able to sign a block with her private key and all the group
one. This property can be used to preserve the identity of thiembers’ public keys. A verifier is allowed to check whether
signer from a verifier. a given block is signed by a group memberRmgVerify .
. . Scheme Details.Let G1, G5 and Gr be multiplicative
D. Homomorphic Authenticators cyclic groups of orderp, g; and g» be generators of7;
Homomorphic authenticators (also called homomorphic veind G, respectively. Lete : G; x Go — G be a bilinear
ifiable tags) are basic tools to construct data auditing @echnap, andy : G, — G, be a computable isomorphism with
nisms [2], [3], [6]-[9]. Besides unforgeability (only a useith y(g,) — ¢,. There is a hash functiod,: {0,1}* — Gi.
a private key can generate valid signatures), a homomorplige global parameters arg, 1, p,G1, G2, G, g1, g2, Hy).
authenticable signature scheme, which denotes a homoroorpihe total number of users in the groupds
authenticator based on signatures, should also satisfy th&eyGen. Useru; randomly picksz; € Z, and computes
following properties: w; = g3 € Go. Then, usen;’s public key ispk; = w; and
Let (pk, sk) denote the signer’s public/private key pai, her private key isk; = ;.
denote a signature on bloek, € Z,, o, denote a signature  RingSign. Given all the d users’ public keys
on blockmy € Z,,. (PKy, .oy pky) = (wi,..,wg), @ block m € Z,, the
« Blockless verification: Given o; and o2, two random identifier of this blockid and the private keyk, for some
valuesay, az € Z, and a blockm’ = a;m; + agmy € s, useru, randomly chooses; € Z, for all ¢ # s, where
Zyp, a verifier is able to check the correctness of blocke [1,d], and leto; = gi*. Then, usen, computes
m’ without knowing blockm, andms.. N m
« Non-malleability Given o1 and o», two random values B = Hi(id)gi" € G1, @)
a1, ag € Z, and a blockm’ = a;my + aeme € Z,, and sets
a user, who does not have private ksl is not able i Le.
to generate a valid signatueg on blockm’ by linearly O0s = <1/J(Hwn)> € Gr. 2)
combining signaturer; and os. s i
Blockless verification allows a verifier to audit the correctAnd the ring signature on block: is o = (04, ..., 04) € G¢.
ness of data stored in the cloud server with a special block,RingVerify. Given all the d users’ public keys
which is a linear combination of all the blocks in data. I{pky,...,pk;) = (wi,...,wq), @ block m, an identifier



id and a ring signature = (o1,...,04), a verifier first Proof: To prove HARS is a homomorphic authenticable

computess = Hy(id)g?™ € G1, and then checks ring signature scheme, we first prove that HARS is able to
support blockless verification, which we defined in Sectibn |
e(B, g2) = H e(0s, wi). 3) Thep we show HARS is a}Iso nqn-malleable.
Given all the d users’ public keys(pky,...,pk;) =

s eees , two identifiersid; andid,, two ring signatures
If the above equation holds, then the given blecks signed (w1, .y wa) ‘i 102 9549

. X L. o, = (0’1,1,...,0'1,d) and o9 = (0’2,1,...,0'2,d), and two
by one of thesel users in the group. Otherwise, itis not. - qom valuesy,, y» € Z,, a verifier is able to check the
C. Security Analysis of HARS correctness of a combined bloek’ = y1m1 + yomse € Z,

without knowing blockm, andms by verifying:
Now, we discuss some important properties of HARS,

including correctness, unforgeability, blockless veaifion, ?
non-malleability and identity privacy. e(H (ich)¥ Hn (ido)* g7 , g2) = [ [ e(o¥; - 082, wy).
Theorem1: Given any block and its ring signature, a =1
verifier is able to correctly check the integrity of this thoc Based on Theorem 1, the correctness of the above equation
under HARS. can be proved as:
Proof: To prove the correctness of HARS is equivalent , , '
of proving Equation (3) is correct. Based on properties of e(H(id1)* Hy(id2)" 91" , g2)

d

bilinear maps, the correctness of this equation can be grove = e(Hi(id1)" g{"™", g2) - e(Hi(id2)"* g{*"*, g2)
as follows: = 6(61’92)211 . (ﬂg 92)y2
d d
He(ai,wi) = e(as,ws)-He(ai,wi) = H€ (01,6, wi)Y H€ 02,0, w;)¥
i=1 i#s
1
T g _ Y1 | ;Y2 .
= e( 7B ,,. ’92 He 91 792 N He(al’i 02’Z,wl)-
¢(Hz;ﬁs ’ i#s =1
B - If the combined blockn’ is correct, the verifier also believes
= 6(1/1(1_[ P ,92) H€ ' 92) that blockm; andmy are both correct. Therefore, HARS is
i#s J2 i#s able to support blockless verification.
- . B . 92) H 9T go) Meanwhile, an adversary, who does not have any user’s
H#S g1 s private key, cannot generate a valid ring signatmfeon the

combined blockm’ by combiningm andoy with y; andys.
Because if an element; in ¢’ is computed asr, = of’; -
m 053, the whole ring signature’ = (o1, ...,07) cannot pass
Theorem?2: For an adversary, it is computational infeasi- Equatlon (3) inRingVerify .
ble to forge a ring signature under HARS. More specifically, if blockm; andmy are signed by the
Proof: Due to space limitations, we only provide thesame user, for example, usey, theno’, can be computed as
sketch of the proof in this paper. The full proof of this thexor 1)z,
can be found in our technical report [9]. o U g 163
By following the security model and the game defined in s TLs T2s [Tis wi™ wyy ™ ’
BGLS [5], we can prove that, if dt',¢')-algorithm A can
generate a forgery of a ring signature on a group of usdfer alli # s, o, = o' i ozl =9 , wherea, ; and
of sized. Then there exists &, ¢)-algorithm that can solve a,; are random values. When ring signatate= (o1, ..., 07)
the co-CDH problem witht < 2t' + 2¢¢, (qu + dgs + gs +  is verified with the combined block:’ using Equation (3):
d) + 2cg,d ande > (¢//(é + éqs))?, where A issues at most 4
qu hash queries and at mog}f ring-signing queriesg = _ (B /
lim,, (1 4 1/¢,)%, exponentiation and inversion of; He(ai’wl) (B 55", 92) 7 €(F', 92),
take timecq,, and exponentiation and inversion 6#, take
time c¢¢,. However, due to the assumption that the co-CD
problem is hard inG; and Go, it is computational infeasible Hid)gp
1 / / .
to f|no_l a(t',€')-algorithm A that can generate a forgery of a it blolck m, and m, are signed by different users, for
ring signature under HARS. f ,
Then, based on Theorem 1 and 2, we show that HARSq)s(ample’ usen, and usen;, theno; ando; can be presented
a homomorphic authenticable ring signature scheme. a " 1/,
Theorem3: HARS is a homomorphic authenticable ring ’ ( 1 - > Y202,
Hi;ﬁs wi1 h

= e(ﬁvQQ)'

(yra1,i+y202:)

1=1
hich means it always fails to pass the verification. Because
V185> = H(idy)Y* H(id2)¥2g" is not equal tos =

Os = 1 ’

signature scheme.



op=gy"""" 2 wo2%2i Equation (1), whereyy, ..., n; are random values af;. With

the aggregation, the length of a ring signature is afjli of
Foralli # s andi # t, o = of'; - o’ = gY/lal aFy2a24)  the length of a block. Generally, to obtain a smaller size of a
wherea, ; anday; are random values. When ring S|gnaturé'n9 signature than the size of a block, we choése d. As
o = (017 ..., a}) is verified with the combined blocl’ using @ trade-off, the communication cost of an auditing task will

Equation (3) be increasing with an increase bf

v e in shared data a§],_, ™ instead of computing" in
H'L;ét .

C. Support Dynamic Operations

[T elot,wi) = e(BY 8BS, 92) # (B, g2), To enable each user in the group to easily modify data and

' share the latest version of data with the rest of the group,
which means it always fails to pass the verification. Therefo Oruta should also support dynamic operations on shared data
an adversary cannot output valid ring signatures on cordbin@n dynamic operation indicates an insert, delete or update
blocks by combining existing signatures, which indicatestt operation on a single block. However, since the computatfon
HARS is non-malleable. Because HARS is not only blocklessring signature includes an identifier of a block (as presnt
verifiable and but also non-malleable, it is a homomorphin HARS), traditional methods, which only use the index of a
authenticable signature scheme. ®  Dblock as its identifier (e.g. the index of bloek; is j), are not

Following the theorem in [5], we show that a verifier cannaguitable for supporting dynamic operations on shared dda.

distinguish the identity of the signer among a group of usersason is that, when a user modifies a single block in shared

under HARS. data by performing an insert or delete operation, the irsdice
Theorem4: For any algorithm A, any groupU with d of blocks that after the modified block are all changed, and
users, and a random uset; € U, the probabilityPr[A(e) = the changes of these indices require users to re-compute the
us| is at mostl/d under HARS, where is a ring signature signatures of these blocks, even though the content of these
generated with uset,’s private keysk;. blocks are not modified.
Proof: For any h € G,, and anys, 1 < s < d,
the distribution {g* e g‘fd ca; & 7z, for i # s, as Index B}sz v f Index B:;)fk v R
. . . . 1
chosen such thaf[l 197" = h} is identical to the dis- 5 Tme (2 | T w302 1
tribution {g%,...,g%* : [[°_,¢%* = h}. Therefore, given 3 [ my [36]r 3 [ my [25 |y
- . . . . S 4 ms 30 |73
o = (o1,...,04), the probability algorithm4 determiness, : :
which reveals the identity of the signer, is at mogtl. = n_| M |9 : H EL
n+1]| m, no |y
V. PRIVACY-PRESERVINGPUBLIC AUDITING FOR SHARED
DATA IN THE CLOUD Fig. 3. Insert blockm/, into shared data using an index hash table as

) identifiers.
A. Overview

Using HARS and its properties we established in the previ-
ous section, we now construct Oruta, our privacy-presgrvin

Index | Block | V | R Index | Block | V' | R
Update
1 m 6 |r | —— 1 m} o |

public auditing mechanism for shared data in the cloud. With 3 my 25 [ra| o 2 my | 25 | s
Oruta, the TPA can verify the integrity of shared data for a 3 | mg [30[rs | ——> | 3 | my [40]my
group of users without retrieving the entire data. Meangyhil S 4 o 4 ms 50T
the identity of the signer on each block in shared data is kept ‘ : - min il

private from the TPA during the auditing. n m ,,:5

n

B. Reduce Signature Storage
Fig. 4. Update blockn; and delete blockngs in shared data using an index
Another important issue we should consider in the construgssh table as identifiers.

tion of Oruta is the size of storage used for ring signatures.

According to the generation of ring signatures in HARS, a By utilizing index hash tables [8], our mechanism can allow
block m is an element ofZ,, and its ring signature contains a user to efficiently perform a dynamic operation on a single
elements ofGG;, whereG; is a cyclic group with ordep. It block, and avoid this type of re-computation on other blocks
means a|p|-bit block requires ad x |p|-bit ring signature, Different from [8], in our mechanism, an identifier from the
which forces users to spend a huge amount of space index hash table is described a& = {v;,r;}, wherev; is
storing ring signatures. It is very frustrating for userschuse the virtual index of blockn;, andr; is a random generated by
cloud service providers, such as Amazon, will charge userscollision-resistance hash functidd, : {0,1}* — Z, with
based on the storage space they used. To reduce the storage H(m;||lv;). Here,q is a much smaller prime thap.

for ring signatures and still allow the TPA to audit share@he collision-resistance aff, ensures that each block has a
data efficiently, we exploit an aggregated approach from [G]nique identifier. The virtual indices are able to ensur¢ dfia
Specifically, we aggregate a blogk; = (m; 1,...,m; i) € Zz’f the blocks in shared data are in the right order. For example,



if v; < v;, then blockm; is ahead of blockm; in shared 1) She first aggregates bloak; with the public aggregate
data. When shared data is created by the original user, the key pak, and computes

initial virtual index of blockm; is computed as; = j - 6, 5

whered is a system parameter decided by the original user. B; = Hi(id;) Hnlmj,z €ay. )

If a new blockm;- is inserted, the virtual index of this new P

block m} is v; = (v;—1 + v;)/2. Clearly, if blockm; and 2 Aft , domiv ch P
block m;; are both originally created by the original user, ) After Comp“t'”gfz‘ » US€Tu, randomly Chooses;; € 2,
and setsr; ; = g,”", for all i # s. Then she calculates

the maximal number of inserted blocks that is allowed betwee

blockm; and blockm . is §. Examples of different dynamic 1/@s

operations on shared data with index hash tables are dedcrib Ojs = L{I cG. (5)
in Figure 3 and 4. (I Lis wi™)

D. Construction of Oruta The ring signature of blocke; is o; = (0.1,...,0j,4).

Now, we present the details of our public auditing mech- ProofGen. To audit the integrity of shared data, a user
anism, Oruta. It includes four algorithmieyGen, SigGen first sends an auditing request to the TPA. After receiving an
ProofGen and ProofVerify . In KeyGen, users generate theirauditing request, the TPA generates an auditing message [2]
own public/private key pairs. I'8igGen a user (either the as follows:
original user or a group user) is able to compute ring sigeatu 1) The TPA randomly picks a-element subset/ of set

on blocks in shared dat&®roofGen is operated by the TPA [1, n] to locate the: selected blocks that will be checked
and the cloud server together to generate a proof of possessi in this auditing process, where is total number of
of shared data. IfProofVerify, the TPA verifies the proof and blocks in shared data.

sends an auditing report to the user. 2) Forj € J, the TPA generates a random valyec Z,.

Note that the group is pre-defined before shared dataTtifien, the TPA sends an auditing mess&Qey;)} e to the
created in the cloud and the membership of the group dgyd server.
not changed during data sharing. Before the original useragter receiving an auditing messagéj, y;)} ;e the cloud

outsources shared data to the cloud, she decides all the greerver generates a proof of possession of selected blocks as
members, and computes all the initial ring signatures ah&l ¢o)1ows:

blocks in shared data with her private key and all the group
members’ public keys. After shared data is stored in thed;lou e Gy, for I € [1,K].

when a group member modifies a block in shared data, thi . o
group member also needs to compute a new ring signature os%) ﬁo}:;putesm = Ljeg Yimgs +nih(h) € Zp, forl

the modified block. . _ Y; .
Scheme Details.Let G1, G» and Gr be multiplicative 3) Aggregates signatures as = [;c ; o;;, for i € [1, d].

cyclic groups of ordep, g1 and g, be generators of groupsAfter the computation, the cloud server outputs an auditing
G1, G, respectively. Let : Gy x Gy — Gp be a bilinear Proof{A 4,6, {id;};c7}, and sends it to the TPA, whede=

map, andi : G5 — G, be a computable isomorphism with(A1s -+ Ak)s = (p1, s i) andé = (1, ""?d)'

¥(g2) = g1. There are three hash functioRs: {0,1}* — G, ProofVerify. With an auditing messagg(j, y;)},es, an
Hy : {0,1}* — Z, andh : Gi — Z,. The global auditing proof {\, p, ¢, {id;};cs}, public agg,regatcla key
parameters arée, ¥, p, q, G1, Go, G, g1, go, Hy, H, ). The pak = (n1,...,nr), and all the group mgmbers public keys
total number of users in the group ds (pky, ..., pk,) = (w1, ..., wq), the TPA verifies the correctness

Shared datal/ is divided inton blocks, and each block Of this proof by checking the following equation:

1) Chooses a random elementc Z,, and calculates,; =

m; is further divided intok elements inZ,. Therefore, shared k
data) can be described asrax k matrix: (][ HiGidy)» - T ", 92)
mq mi e M1k jj‘j =1 N
= . = . . . nXk, ? )
M : : . : € Zp L <H€(¢i7wi)> . G(H )\; (Az),g2)' (6)
my, Mp1 .. Mnpk i=1 =1

KeyGen. User u; randomly picksz; € Z, and computes If the above equation holds, then the TPA believes that the
w; = g5*. Useru,;’s public key ispk, = w; and her private blocks in shared data are all correct, and sends a positive
key is sk; = z;. The original user also randomly generates auditing report to the user. Otherwise, it sends a negatiee o0
public aggregate kepak = (1, ..., n%), wheren, are random ) ,
elements ofG;. E. Security Analysis of Oruta

SigGen. Given all the d group members’ public keys Now, we discuss security properties of Oruta, including its
(pKy, ..., pky) = (w1, ...,wq), @ blockm; = (m;1,...,m; 1), correctness, unforgeability, identity privacy and datagmy.
its identifier id;, a private keysk, for some s, user u, Theorem5: During an auditing task, the TPA is able to
computes the ring signature of this block as follows: correctly audit the integrity of shared data under Oruta.



Proof: To prove the correctness of Oruta is equivalent &igned independently, the total probability that the TPA ca
proving Equation (6) is correct. Based on properties ohbir

distinguish all the signers’ identities on theselected blocks

maps and Theorem 1, the right-hand side (RHS) of Equationshared data is at mosyd°. [ ]
(6) can be expanded as follows:

Following the similar theorem in [3], we show that our
mechanism is also able to support data privacy.

d k
T h(A1) Theorem8: Given an auditing proof= {\, i, ¢, {id;}; 7
RHS };[le(]g %o i) 6(51;[1 A g2) }, it is computational infeasible for the TPA to reveal any
. . private df;\talfm hshared lgatadunclier Or;t:a. -
v - Proof: If the combined elemend_ . . y,m;;, whic
H(H e(oj,i,w;)%) '@(H’?zlhw)vgﬁ is a linear combination of elements iJnEJbI(;ck]s, is directly
jeg =1 =1 sent to the TPA, the TPA can learn the content of data by
k solving linear equations after collecting a sufficient n@emb
H e(Bj,92)" -e(H nl”h(m,gz) of linear combinations. To preserve private data from the
Jjeg =1 TPA, the combined element is computed with randgnas
k k = cqyimji + rih(A). In order to still solve linear
e(J] (H(idy) [T m™")¥7,92) - e(] | ") go)  equations, the TPA must know the valuerpic Z,. However,
jeg 1=1 1=1 gvenn, € Gi A = n' € Gy, computingr; is as hard

as solving the Discrete Logarithm problem @Y, which is

k k
= (] Hl(z‘dj)yi-Hanj”mj’Lyj~ 0" g,)  computational infeasible. Therefore, giveand p, the TPA
=1

jeg =1 cannot directly obtain any linear combination of elements i
k blocks, and cannot further reveal any private data in shared
= e(J] Hiidj)¥ - T] ", 92)- dataM by solving linear equations. n
jeg =1

- VI. PERFORMANCE

Theorem6: For an untrusted cloud, it is computational e now evaluate the performance of Oruta. Due to space
infeasible to generate a forgery of an auditing proof unddfmitations, we only provide some experimental results of
Oruta. Oruta in this paper. Detailed analysis of computation and

Proof: Following the security model and the game definegPmmunication cost, and further experimental results aan b
in [6], we first define a game, named Game 1, as follows: found in our technical report [9]. .

Game 1 The TPA sends an auditing messagey;};c; N the fo!lowmg experiments,, we utilize the GNU Mul-
to the cloud, the auditing proof on the correct shared data tiPle Precision Arithmetic (GMP) library and Pairing Based
should be{\, i, ¢, {id, } je.7 }, which should pass the Veriﬁca_Crypto_graphy (PBC) library to S|mulat_e the cryptographic
tion with Equation (6). However, the untrusted cloud getesa operations in .Oruta, and all the experlments are tested on
a proof on incorrect shared datd’ as {\, ', é, {id;}jes}, 2 2.266Hz_ Linux system ovet, 000 times. We assume
wherep’ = (uf, ... 1) and iy = 3¢, yml, + rih(N) € Ip| = '160 bits, |¢| = 80 bits, the_ number of blocks in shared
Z,, for 1 € [1, k). Define Ay = pf — puy for 1 <1<k andat dataisn = 1,000, 000. Acc.o'rdlng to previous work [2], to
least one element dfA s, }1<;< is nonzero. If this proof still keep the detection probability greater thadf, we set the
pass the verification, then the untrusted cloud wins. Otiserw Number of selected blocks in an auditing taskcas- 460.
it fails. If only 300 blocks are selected, the detection probability is

If the untrusted cloud could win Game 1, we can fingreater thard5%.

a solution to the Discrete Logarithm problem @&; with
probability of 1—1/p, which contradicts to the assumption that ~ ,,

T T T 3.0 T

the Discrete Logarithm problem is hard @y . Therefore, for gg;g %2.5

an untrusted cloud, it is computational infeasible to wim@a £2sr £ i‘; _

1 and generate a forgery of an auditing proof on incorrect £ st s s M
shared data. Due to space limitations, the full proof of this 2 el Zosf

theorem can be found in our technical report [9]. | 00 5 0 15 20 00 S0 100 150 200

d: the size of the group k: the number of elements per block

Now, we show that the TPA is able to audit the integrity
of shared data, but the identity of the signer on each block if@) Impact ofd on auditing time (s),b) Impact ofk on auditing time (s),
shared data is not disclosed to the TPA. wherek = 100. whered = 10.

Theorem?7: During an auditing task, the probability for
the TPA to distinguish the identities of all the signers oa th
c selected blocks in shared data is at mogt©. 1) Performance of AuditingAccording to the presentation

Proof: With Theorem 4, we have, for any algorithi, in Section V, the auditing time of an auditing task is deter-
the probability to reveal the signer on one block in shargd danined by the number of users in the group, the number of
is 1/d. Because the selected blocks in an auditing task arelements in each block and the number of selected block in

Fig. 5. Performance of Auditing



this auditing task. As shown in Fig. 5(a), whéris fixed, the leveraging aggregate signatures [5]. Our recent work [$4] i
auditing time of the entire shared data is linearly incnegsi able to audit the integrity of shared data in the cloud fogdar
with the size of the group. Similarly, whehis fixed in Fig. groups. Unfortunately, it cannot support public auditing.
5(b), the auditing time of the entire shared data is linearly VIIl. CONCLUSION
increasing with the number of elements in each block. It is '

clear in Table Il that Oruta can efficiently audit the intégaf ~ In this paper, we propose Oruta, the first privacy-preservin
shared data without downloading the entire data. SpedmcapUb'IC auditing mechanism for shared data in the cloud. With
when the size of shared data 2GB andc = 300, the Oruta, the TPA is able to efficiently audit the integrity of
time of auditing the integrity of entire data is32 seconds shared data, yet cannot distinguish who is the signer on
and the communication cost is only).95 KB. Compare to €ach block, which can preserve identity privacy for users. A
the total size of shared data, the communication cost of Hxeresting problem in our future work is how to efficiently
auditing task is quite small. We can also see that, to mainta@udit the integrity of shared data with dynamic groups while
a higher detection probability, the TPA needs to consungéll preserving the identity of the signer on each blocknfro
more computation and communication overhead to finish tHe third party auditor.

auditing task on shared data.
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